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Abstract

Current research on electronic commerce focuses mainly
on fair and efficient transfer of money and goods between
a client and a vendor. Inter-enterprise electronic com-
merce, though, bestows a more complex setting on the
trade by adding a new dimension to the individual-merchant
frame. The parties involved in a purchase are no longer
autonomous entities, but are members of an organization
whose rules of doing business they have to obey. We pro-
pose a flexible approach towards regulating agent involve-
ment in inter-enterprise electronic commerce. The method
is based on the concept of law-governed interaction (LGI)
which makes a strict separation between a declarative, for-
mal statement of a policy and its enforcement.

1. Introduction

Current research on electronic commerce focuses
mainly on fair and efficient transfer of money and goods
between a client and a vendor [10, 2, 7]. Inter-enterprise
electronic commerce, though, bestows a more complex
setting on the trade by adding a new dimension to the
individual-merchant frame. The parties involved in a pur-
chase are no longer autonomous entities, but are members
of an organization whose rules of doing business they have
to obey. It isthe formulation and enforcement of such rules
that will concern us here.

Currently, inter-enterprise commerce is accomplished by
using EDI (Electronic Data Interchange)
standard, which provides for interchange of business docu-
ments in a machine-readable form. The rules of the enter-
prise are usually built into the code of a sentry placed be-
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tween the EDI-software and the rest of the enterprise, whose
role isto validate, and perhaps monitor, the transaction ini-
tiated by various agents within the enterprise. But, bury-
ing enterprise-rules into the code of such a sentry has sev-
eral serious drawbacks. First, such rulesare difficult to un-
derstand and to validate. Second, changes of such rulesis
expensive and error prone. Finaly, the sentry that enforces
such rules tends to be centralized—perhaps due to the dif-
ficulty in changing the code of severa distributed sentries,
whenever the enterprise rules change. Such centralized en-
forcement of enterpriserulesis not scalable, and becomesa
bottleneck and a dangerous single point of failure, for large
distributed enterprises.

In this paper we show the use of “law-governed interac-
tion” (LGI) [3] in aleviating these difficulties. This mecha-
nism makes a strict separation between theformal statement
of a policy, which is called “law,” and the enforcement of
thislaw, which is carried out by a set of policy-independent
trusted controllers. Under this scheme a new policy is cre-
ated basically by formulating its law, and thusit is easy to
deploy.

As a motivating case study, we examine an enterprise
policy inwhich authorization of performing transactionscan
be del egated to agents subject to certain constraints. Specifi-
cally, wewill consider acomputer science department which
maintains a long-term relationships with various vendors.
Each department member has a budget from which (s)he
may order merchandise. The department policy regarding
the deployment and use of these budgets, to be called the
budgeted payment (37P) policy, mandates that:

e A member x may issue a purchase request to a vendor
only if the value of his budget exceeds the fee for the
merchandise, and once a purchaserequest isissued x’s
budget is reduced by the amount of the purchase. If for
some reason the vendor does not honor therequest, x’s
budget is restored.

o Any department member may delegate part of hisbud-
get to other colleagues, but not to students;



e Any order for more than $100 undergoes an authoriza-
tion process.

Asweshall seein Section 3 thispolicy can be easily formu-
lated and efficiently enforced under LGI.

The rest of the paper is organized as follows. Section 2
introduces the basics of law governed interaction, and in
Section 3 we show in detail how the budgeted payment
policy can be implemented under LGI; Section 4 discusses
some related work, and Section 5 concludes the paper.

2. Basics of Law-Governed Interaction (LGI)

Law governed interaction, first presented in [3], isacon-
cept proposed for enforcing protocols or “policies’ in dis-
tributed systems. In our view a policy P is afour-tuple

(M.G.CS, L)

where M is the set of messages regulated by this pol-
icy, G is an open and heterogeneous group of agents that
exchange messages belonging to M; CS is a mutable set
{CS. |z € G} of what wecall control states, one per mem-
ber of group G. Findly, £ represents the “rules of engage-
ment” between the members of group G, formulated to be
enforced locally, at each member. Thelaw regulates: (a) the
exchange of messages between each member of G and the
rest of the group, and (b) the effect of this exchange on the
control-state of each member. We next give a brief descrip-
tion of the policy components and of the distributed mecha-
nism that enforces apolicy.

The Control State: The control-state CS,. of a given
agent x is the bag of attributes associated with this agent
(represented here as Prolog terms). These attributesareused
to structurethe group G, and provide state information about
individual agents, allowing the law £ to make distinctions
between different members of the group. The control-state
CS,; can be acted on by the primitive operations, which are
described below, subject to law L.

TheRegulated Events: The eventsthat are subject to the
law of a policy are called regulated events. Each of these
eventsoccursat acertain agent, called the home of theevent.
Strictly speaking, when an event is said to occur at an agent
X, itactually occursat thecontroller C, assignedtox. These
eventsinclude:

1. sent ( x, m y) —occurswhen aP-message msent by
x toy arives a C,. The sender x is considered the
home of this event.

2. arrived(x, my)—occurs when a P-message m
sent by x arrives at C,. Thereceiver y is considered
the home of this event.

ThePrimitiveOperations: Theoperationsthat can bein-
cluded intheruling of the law for agiven regulated event e,
to be carried out at the home of this event, are called primi-
tive operations. It isonly through these primitive operations
that aregulated event can have any effect on an agent or an
agent’s control state. These operationsinclude:

1. Operations on the control-state: These operations
update the control-state of the home agent. They in-
clude: (1) +t whichaddsthetermt tothecontrol state;
(2) -t which removesatermt; (3) t 1<t 2 which
replacestermt 1 withtermt 2; (4) i ncr (t (v), d)
whichincrementsthevalue of the parameter v of aterm
t with quantity d (v and d are assumed hereto bein-
tegers); and (5) dcr (t (v), d) which decrementsthe
valuev of atermt with quantity d.

2. Operations on messages:

e Operation forward(x, my) sends to C,
message maddressed to y, where x identifiesthe
sender of the message. The most common use of
this operation isin aruling for event
sent (x, my), where operation forward
(with no arguments) simply completes the pass-
ing of the intended message.

e Operationdel i ver (x, my) deliversthe mes-
sage mto the home-agent y!, where x is the
nominal sender of this message. The most
common use of this operation is in a ruling
for event arri ved( x, my), where operation
del i ver (with no arguments) ssimply delivers
the arriving message to the home agent.

TheLaw: Abstractly speaking, the law £ of apolicy isa
function that returns a ruling for every possible regul ated-
event that might happen at a given agent. The ruling re-
turned by the law isa possibly empty sequence of primitive
operations, which isto be carried out locally, at the location
of the event. By default, an empty ruling implies that the
event in question has no consequences—such an event is ef-
fectively ignored.

Concretely, under the current implementation of LGI, the
law is defined by means of a Prolog-like program? L which,
when presented with a goal e, representing a regulated-
event at a given agent X, is evaluated in the context of the

1y must be the home-agent in this case.

2Prolog is incidental to this model, and can, in principle, be replaced
by a different, possibly weaker, language; for now, a restricted version of
Prolog is being used.
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Figure 1. Enforcement of the law

control-state of this agent, producing the list of primitive-
operations representing the ruling of the law for this event.
In addition to the standard types of Prolog goals, the body
of arule may contain two distinguished types of goals that
play aspecia rolein the interpretation of the law. These are
the sensor-goal s, which allow thelaw to “ sense” the control -
state of the home agent, and the do-goalsthat contribute to
the ruling of the law. A sensor-goal has the form t @S,
wheret isany Prolog term. It attempts to unify t with a
term in the control-state of the home agent. A do-goal has
the form do( p) , where p is one of the above mentioned
primitive-operations. It appends the term p to the ruling of
the law.

2.1. TheDistributed L aw-Enforcement M echanism

The most critical aspect of a policy, as defined above, is
the assumption that its law is observed by all members of
the policy-group G. Given the openness and heterogeneity
of G, this assumption must be supported by strict enforce-
ment of thelaw. That is, any exchange of P-messages, once
undertaken, satisfies law of P. We next describe how such
enforcement is carried out.

Law Lp isenforced by a set of trusted entities called
controllers that mediate the exchange of P-messages be-
tween members of group Gp. For every active member x in
Gp, thereisacontroller C,, logically placed between x and
the communications medium, asillustrated in Figure 1. All
these controllers have identical copies of law L£p, and each
controller maintainsthe control-states of the agentsunder its
jurisdiction.

Consider, for example, an agent x sending a P-message
mto an agent y, assuming that both agents have joined the

policy-group Gp. (For a discussion of how does one join
a policy-group the reader is referred to [5].) Message mis
forwarded to C,—the controller assigned to x. When this
message arrives at C,, it generatesasent ( X, m y) event
at it. C, then evaluates the ruling of law Lp for this event,
taking into account the control-state CS, that it maintains,
and carries out this ruling.

If, for example, thisruling calls for message mto be for-
warded to y, then C,, would send mto the controller C, as-
signedtoy. Also, if theruling callsfor the control-stateCS ,
to be updated, such updateis carried out directly by C,.

Whenthe messagem sentby C,,, arrivesat C,, it generates
anarrived(x, my) event. Controller C, computes and
carries out the ruling of the law for this event. This ruling
might, for example, call for mto be delivered to y, and for
the control-state CS,, maintained by C,, to be modified.

To ensure that exchange of P-messages is mediated by
correct controllers interpreting the law of the policy P, the
messages sent across the network include a hash of the law,
and could be digitally signed, using a pair of (RSA) keys
assigned to each controller. Thisis sufficient to ensure that
thelaw Lp isnot violated inadvertently by agents exchang-
ing P-messages. It is even sufficient to protect against ma-
licious violations of the law, provided one can trust the
OS-kerndl of the hosts, which may be the case within thein-
tranet of agiven enterprise. Asto the security of this mech-
anism over the Internet, the reader isreferred to [6, 5].

3. Establishing the Budgeted Payment Policy
(Pspr)

The components of this particular policy are as follows:
the group Gpp consists of the set of employees allowed to
make purchasesin the department, adesignated purchase of -
ficer and the EDI-gatewaysfor communicating with the ven-
dors. Thereisoftenthe casein practicethat there are severa
such gateways since different vendors support: (a) differ-
ent EDI standards (e.g. ASC X12, EDIFACT, and Uniform
Communication Council (UCC) agreements, to name afew
[11]), (b) different communication protocols [9], (c) differ-
ent EDI-aware softwares, and (d) different transport mech-
anisms (either Value Added Networks (VANS) or the Inter-
net). For transparency reasons, a gateway-member has the
same name as the vendor with which it communicates.

Thelaw Lpp isthe set of rules described informally in
Section 1. This law regulates three different aspects of the
commercial activity in question, which will be described in
detail below: (a) budget delegation, (b) purchasetransaction
per se, and (c) purchase authorization. Finally, the set Mpgp
consists of all messages exchanged during these activities.

Budget delegation Under this policy, the value val of
the attribute budget (val ) from the control state of a



member X, denotes the maximum amount X can delegateto
others or use for purchases® Members may delegate por-
tionsof their budget subject to thefollowing constraints: (a)
once a member mgives away a portion p of hisbudget, the
budget is decreased by p, and (b) budgets cannot be dele-
gated to students. Thelaw implementing these requirements
ispresented in Figure 2 and detailed below.

Anagent x, wishing to delegatea portionp of his
budget to anagent y, sendsto y the message
del egat eBudget ( p) . By Rule R1 the message is for-
warded to the destination only if
X hasaterm budget (val ) in his control state and val
exceeds p. Also, his budget term is decreased accord-
ingly. Now, by Rule R2, when adel egat eBudget ( p)
arrives at the destination, the ruling distinguishes between
two cases: first, if the destination agent isnot ast udent ,
his budget isincreased by p. If, however, the destination is
astudent the messageis forwarded back to the sender x. By
Rule R1, x’sbudget is restored to its previous value.

Purchase transaction The rules regulating the purchase,
displayed in Figure 3, mandate that: (a) a member may is-
sue a purchase reguest to a vendor only if he has sufficient
fundsin hisbudget, and (b) once apurchaserequestisissued
the client’ sbudget is reduced by the amount of the purchase.
For simplicity, we do not deal here with how purchases are
authorized; this requirement of the BP-policy will be pre-
sented in the next paragraph.

Intuitively, a purchase transaction proceeds as follows.
Consider a client ¢ who wants to purchase from a vendor
v a merchandise defined by specs, for which c is will-
ing to pay an amount of 9 dollars. Thisis accomplished by
¢ sending ar equest ( specs, 9) messagetov. Dueto
Rule R 3, this message would be forwarded to v only if ¢
hasin his control state abudget term with avaluein ex-
cess of 9 dollars; the value of the budget is automatically
decreased by 9, thus effectively preventing the client to is-
sue purchase orders exceeding his budget. By Rule R4,
when this message arrives at v, it will be delivered. If
the vendor agrees with the terms of the order, she is as-
sumed to send asuppl y(specs, ti cket) message to
the client, wheret i cket denotes the requested merchan-
dise* Rules R5 and R6 mandate that a reply of a ven-
dor to aclient isto be transmitted to the client without fur-
ther ado. If, however, the vendor cannot supply the mer-
chandise for whatever reason (the fee istoo small, the mer-
chandise is out of stock, etc.) she is expected to respond
withadenyRequest ( specs, 9) message. By RuleR7

3For simplicity reasons, we do not deal herewith theissue of how these
budgets areinitially established.

4\We assume herethat themerchandiseisin digital form, e.g. anairplane
ticket or a document. If thisis not the case, the merchandise delivery is
outside the scope of the law.

ZInitially: A member has in his control state an at-
tribute budget(val), where val represents the
maximum amount he can delegate to others or
use for purchases. Additionally, a member may
have in his control state an attribute rol e(r)
which denotes his position in the organization;
in our example r may take values in the set
{chair, professor, staff, student}.

R1. sent (X, del egateBudget(P),Y) :-
budget (Val ) @s,
Val > P,
do(dcr (budget (Val ), P)),
do(forward).

A del egat eBudget (P) message is forwarded to the
destination if the sender has in his control state a term
budget (Val ) andVal is bigger than P. Thebudget
of the sender is decreased by P.

R2. arrived(X del egat eBudget (P),Y)) :-
rol e(R) @S
R=student —
do(forward(Y, del egat eBudget (P), X))

(budget (Val ) @s,

do(i ncr (budget (Val),P))).
When adel egat eBudget arrives at the destination Y,
thevalue of thebudget termisincreased by P, providedY
isnot astudent. IfY isa student, the messageis forwarded
back to X, which will cause the restoration of X’s budget to
its previous value.

Figure 2. Rules regulating budget delegation

when such a message arrives at the client his budget is in-
cremented by 9 dollars,® thus restoring client’s buying priv-

ileges.

Purchase Authorization We will turn now to the last
requirement of the to B7P-policy namely that purchases of
merchandise whose value exceeds a $100 have to be autho-
rized by a designated purchase officer. This enhancement
is implemented by replacing Rule R3 from Figure 3 with
Rule R3" and by adding rules R10 and R11. The law of
the BP-policy consiststhen of RulesR1, R2, R3, and R4
through R11.

The rules dealing with purchase authorization, displayed
in Figure 4, operate as follows: by Rule R3', whenever a
client x issues a purchase request exceeding $100, his as-

5In this example we assumed that the vendor will always respond to
aclient request. It is possible however, to “oblige” the vendor to send a
denyRequest message, thus precluding the case of aclient paying with-
out receiving the merchandise. This feature of the LGI interaction is pre-
sented in[4].



R3. sent (C, request(Specs, Fee),V) :-

budget (Val ) @s,
Val >Fee,

do(dcr (budget (Val), Fee)),
do(forward).

A request message is forwarded to the destination if
Fee, the amount paid, is less than Val , the value of the
sender’s budget.

RA4. arrived(C request(Specs, Fee,V)) :-
do( +r equest ( Specs, Fee, Q)),
do(deliver).
A request message is delivered to the vendor V, and a
termr equest ( Specs, Fee, C) isadded to the control

state of the vendor to record that V received an order de-
noted by Specs fromC.

R5. sent (V,MC) :-
(Mesuppl y( Specs, Ti cket)

M=denyRequest ( Specs, Fee)),

request (Specs, Fee, C) @S,

do( - request ( Specs, Fee, Q)),

do(forward).
A supply or adenyRequest message is forwarded
to the destination only if the sender has a corresponding
request termin the control state.

R6. arrived(V, suppl y(Specs, Ticket),C) :-
do(deliver).

A suppl y messageis delivered without further ado.

R7. arrived(V, denyRequest ( Specs, Fee), O)
1 - budget (Val ) @s,
do(i ncr (budget (Val ), Fee)),
do(deliver).

If the vendor cannot honor the request, the client has
his budget increased by Fee upon the receipt of a
denyRequest message.

Figure 3. Rules regulating purchase transac-
tions

signed controller will not forward the messageto the vendor,
but instead ask the purchase officer (p), to approvethetrans-
action. Under this policy, the purchase officer may send the
following messages to the client x making the request:

e approved(specs, f ee, v) which denotes an ap-
proval for buying the merchandise defined by specs
in amount of f ee from vendor v.

e not Appr oved( specs, f ee, v) denoting that the
purchase is not approved.

By RuleR10, whenanappr oved messagesent by p ar-
rivesat X, ther equest will be sent to the vendor. If, how-
ever, X receives a not Appr oved message from the pur-
chase officer his budget isincremented by Fee, the amount
x was willing to pay for the merchandise.

R3.
sent (X, request(Specs, Fee),V) :-
budget (Val ) @S, Val >Fee,
do(dcr (budget (Val ), Fee)),
Fee < 100 —
do( f orwar d)

do( f orwar d( X, appr ove( Specs, Fee), p)).
A request message is forwarded to the destination if
Fee, the amount paid, is less than £100 and also less than
Val , thevalue of the sender’sbudget. If Val exceeds 100,
thenanaut hor i ze messageis senttop, the purchase of-
ficer. In both cases the value of the budget is decreased by
Fee.

R8. arrived(X, Mp) :-
do(deliver).

R9. sent(p,MX) :-
do(forward).

Messages arriving at or sent by the purchase officer are de-
livered, respectively forwarded without further ado.

‘R10.
arrived(p, approved( Specs, Fee, V), X) :-
do(deliver),
do(forward(X, request ( Specs, Fee),V)).
If the purchase for Specs is approved by the designated
purchase officerp ar equest messageisforwardedto the
vendor V.

RI11.
arrived(p, not Approved( Specs, Fee, V), X)
:- budget (Vval) @s,
do(i ncr (budget (Val ), Fee)),
do(deliver).

If the purchase for Specs is not authorized, the budget
valueisincreased by Fee, the amount X was willing to pay
for the merchandise.

Figure 4. Rules providing for purchase autho-
rization

4. Related Wor k

The need for a mechanism for specifying security poli-
ciesasan dternativeto hard coding them into an application
was recoghized by several researchers. Theimer, Nichols



and Terry [12] introduced a concept of generalized capa-
bilities. Such capabilities contain access control programs
(ACP) encoding the security policy to be enforced with re-
spect to this capability. When aserver receives arequest ac-
companied by such a generalized capability, it executes the
ACP to determine whether the request is valid or not.

Blaze, Feigenbaum and Lacy [1] built a toolkit called

PolicyMaker which caninterpret security policies. Anagent
receiving a request gives it for evaluation to PolicyMaker
together with its specific policy, and the requester’s creden-
tials. On this basis the request can be found to be valid, in-
valid or trust can be deferred to athird party.
In both these approachestherightsauser hasare static: they
cannot be modified in accordance with its actions. Thus, a
large range of policies, like for example the budgeted pay-
ment policy, in which the state of a user determines his
rights, cannot be enforced.

Finally, Roscheisen and Winograd [8] call for an explicit
formulation of apolicy, called “commpact”,, whichiswritten
inaformal language. Unlike LGl, their work emphasis peer
to peer relations, and it is unclear whether their mechanism
can support global policies.

5. Conclusion

In this paper we propose a mechanism for regulating
agentsinvolvement in inter-enterprise el ectronic commerce.
The mechanism supports intra-enterprise control over its
trade activity by providing means for deployment and en-
forcement of commerce policies aligned with the (fre-
guently modified) enterprise’sbusinessrules.

This work is part of a broader project which attempts
to regulate the entire process of inter-enterprise commerce.
This would include control over internal activities of both
enterprises as well as control over inter-enterprise interac-
tion itself. The rationale for regulating the intra-enterprise
activities have been discussed in this paper. By extending
the control to the inter-enterprise activity, we will be able to
offer provisionslike goods atomicity, certified delivery [13]
and money back guarantee [5] which are currently not sup-
ported by the EDI-software.
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